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1 D2B®O77tAUA Maccess-list 1 ~)
access-list 1 deny host 10.1.1.10
access-list 1 permit any

2 DEHD7t AV A M access-list 10 ~)
access-list 10 deny host 10.1.1.10
access-list 10 permit any
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(config-if) #ip access-group 1 in
(config-if)#ip access-group 10 in
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(config)#access-list <acl-number> { permit | deny | remark } <source> [<wildcard>]
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(config)#access-list 1 deny host 10.1.1.1

(config)#access-list 1 permit any
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(config-if)#ip access-group 1 in (XJzld out)
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RT1(config)#access-list 1 deny host 10.1.1.10
RT1(config)#access-list 1 deny host 20.1.1.10
RT1(config)#access-list 1 permit any

RT1(config)#int gi 0/0/0
RT1(config-if)#ip access-group 1 out
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(config)#access-list <acl-number> { permit | deny | remark } <protocol> <source> <wildcard>
[ <operator-port>] <destination> <wildcard> [<operator-port>] [ established ]
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(config)#access-list 100 permit tcp host 10.1.1.1 host 20.1.1.1 eq 80
Eaxh == el e

(config-if)#ip access-group 100 in (FZ(d out)
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JOkJ1)L TCP  UDP
HTTP 80

HTTPS 443

SMTP 25

POP3 110 -
IMAP4 143 -
DNS 53 53
FTP 20/21| -
TFTP - 69
DHCP - 67/68
Telnet 23 -
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RT1(config)#access-list 100 deny tcp host 10.1.1.10 host 40.1.1.50 eq 80
RT1(config)#access-list 100 deny tcp host 20.1.1.10 host 40.1.1.50 eq 80
RT1(config)#access-list 100 permit IP any any

RT1(config)#int gi 0/0/0
RT1(config-if)#ip access-group 100 out
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(config)#IP access-list standard <acl-name>
(config-std-nacl) #[ <sequence-number>] { permit | deny | remark } <source> [ <wildcard> ]
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(config)#ip access-list standard ftp-filter
(config-std-nacl)#deny 192.168.1.0 0.0.0.255
(config-std-nacl)#permit 0.0.0.0 255.255.255.255
(config-std-nacl) #exit

(config)#int fa0/0

(config-if)#ip access-group ftp-filter out
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(config)#ip access-list extended <acl-name>

(config-ext-nacl) #[ <sequence-number>] {permit | deny | remark } <protocol> <source>
<wildcard> [<operator-port>] <destination> {wildcard> [ <operator-port>] [established]
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(config)#ip access-list extended lan-block

(config-ext-nacl)#permit tcp any any establihed

(config-ext-nacl)#permit icmp any any echo-reply

(config-ext-nacl)#permit icmp any any unreachable

(config-ext-nacl)#permit icmp any any time-exceeded

(config-ext-nacl) #exit

(config)#int fa 0/1

(config-if)#ip access-group lan-block in TCP SYN=1, ACK=0 | —

telnet C
O «— | TCP SYN=1, ACK=1
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B X «—— | TCP SYN=1, ACK=0
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(config)#ip access-list extended web-block
(config-ext-nacl)#deny tcp host 10.1.1.10 host 40.1.1.50 eq 80
(config-ext-nacl)#deny tcp host 20.1.1.10 host 40.1.1.50 eqg 80
(config-ext-nacl)#permit IP any any

(config-ext-nacl) #exit

(config)#int gi 0/0/0
(config-if)#ip access-group web-block out
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RT1(config)#access-list 100 deny tcp host 10.1.
RT1(config)#access-list 100 deny tcp host 20.1.
RT1(config)#access-list 100 permit IP any any

.10 host 40.1.1.50 eq 80
.10 host 40.1.1.50 eq 80

==

RT1(config)#int gi 0/0/0
RT1(config-if)#ip access-group 100 out
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-NAT(Network Address Translation) . ‘
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VPN (Virtual Private Network)
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